Abstract-This paper introduces new analytical techniques for performing vulnerability analysis of state estimation when it is subject to a hidden false data injection cyber-attack on a power grid's SCADA system. Specifically, we consider ac state estimation and describe how the physical properties of the system can be used as an advantage in protecting the power system from such an attack. We present an algorithm based on graph theory which allows determining how many and which measurement signals an attacker will attack in order to minimize his efforts in keeping the attack hidden from bad data detection. This provides guidance on which measurements are vulnerable and need increased protection. Hence, this paper provides insights into the vulnerabilities but also the inherent strengths provided by ac state estimation and network topology features such as buses without power injections.
I. INTRODUCTION
A cyber-security SCADA (Supervisory Control and Data Acquisition) attack matrix that is reported in a National Communications System bulletin [1] lists attacks with the highest impact as those that gain control of the SCADA system. A means to carry out such an attack is known as a false data injection attack, which corresponds to modifying stored or transmitted data and can be directed against the data communications infrastructure, data stores in the control center, or even against the SCADA remote terminal units (RTUs). As smart power grid evolution extends the cyber-part of electric power systems and therefore increases the number of possible threat vectors for false data injection attacks, it becomes increasingly important to identify the vulnerabilities of existing SCADA systems and processes. In this paper, we focus our investigations on assessing the vulnerabilities of ac state estimation, the part of an energy management system that processes and uses SCADA data.
False data injection (FDI) attacks modify the data that is generated by the SCADA system and can potentially provoke two negative consequences:
• If the data is altered in a way that is not detectable as false by state estimation schemes, the perceived observable state of the system will be wrong and may lead to actions by the grid operator that may endanger the security of the system. • The malicious intent might not be to hide the attack. Even if the attack is detected, part of the system may become unobservable, which means that the state estimator cannot estimate state values (e.g., voltage magnitudes and voltage angles), and thus the transmission grid would be vulnerable to a local physical attack. By the time the consequences of the physical attack have propagated into the rest of the system where the state is observable, it may already be too late to avoid an outage of a larger part of the system. While there is a growing body of work on this topic, the analysis of the vulnerability of the SCADA system is usually based on a dc model for the state estimation, which has no concept of reactive power flows and therefore has the potential for introducing detectable errors. In this paper, we review the dc model approach to assessing a false data injection attack on a SCADA system, introduce techniques for more accurate vulnerability assessments via topographical analysis and an ac model of the transmission grid, and present empirical results that illustrate the performance of these analytical models. We also analyze the amount of effort that is required to hide an FDI attack on the IEEE 57 bus test system, and by way of this example, illustrate some of the properties of grid design that render an attack either detectable or not. These results can be used to provide insights to transmission grid planners to understand how grid design can render them in/vulnerable to SCADA attacks, as well as provide insights on how such attacks would appear to control center operators.
The structure of the paper is as follows: Section II describes related work and provides the context for this paper. Section III defines the type of cyber-attack which will be studied. Section IV gives a short introduction to state estimation, bad data detection, and briefly discusses the difference between dc and ac state estimation. Section V presents techniques for performing a hidden false data injection vulnerability analysis on state estimation. Section VI presents simulation results and Section VII concludes the paper.
II. RELATED WORK
Research on power system vulnerabilities to cyber-attacks has been published by the power systems, control theory, and information technology communities, and can be classified into three categories: This research area [6] - [9] investigates what the resulting consequences on those functions would be if a false data attack were to remain undetected and how an attacker could take advantage of such a vulnerability. 3) Development of Countermeasures: The key question of this research area is how to detect malicious attacks and protect the power system. Most research [10] - [12] in this area focuses on improving bad data detection schemes or improving the security of the communication system via, for example, isolated physical transmission media, access barriers, and data encryption. This paper focuses on the vulnerability analysis of state estimation, particularly with respect to ac state estimation. Hence, it completes the research of the first research category.
III. THREAT MODEL
The electric power system, especially in view of its transition to the smart grid, is commonly referred to as a cyberphysical system. Hence, an attacker who maliciously wants to do harm to the electric power system, may attack either the physical system or the cyber system. The reason why the community is becoming increasingly concerned about cyber attacks is that it does not require any physical presence or intrusion of the attacker into the physical system. A cyber attack could be carried out from a distant location and basically only requires specific knowledge about how the system is operated and how data is communicated and hacking skills.
In [13] , a classification of cyber attacks is given. Five types of classes are presented including attacks on sensed data sent by RTUs which can either happen directly at the RTU level or on the communication lines to the control center. Higher level attacks correspond to attacks at the SCADA or the energy management system level.
In this paper, we focus on attacks at the RTU level and we concentrate on false data injection attacks. We define such an attack as an attack in which data to be sent by the RTU to the control center is maliciously altered to values specified by the attacker, i.e., the control center does not receive the actually measured values but the values which the attacker has sent instead. The data received from RTUs is used in the state estimator to determine the state of the system and based on that state to make operational decisions with possibly far-ranging consequences.
False or inaccurate data sent by the RTUs has been an issue since the initiation of SCADA systems, not because of cyber attacks but due to the fact that measurements have limited accuracy. Sometimes measurement equipment also completely fails. This is being dealt with using bad data detection (see also the following section) in which the physical properties of the system are used to filter false or extensively inaccurate data. The difference of a false data injection attack to this naturally occurring errors is that the data may be altered in an intelligent way such that it still fulfills the physical laws and will not be detected by bad data detection.
IV. STATE ESTIMATION
SCADA RTUs forward sensor measurements from points of the transmission grid to a control center so that the state of the system, given by voltage magnitudes and angles at the buses of the system, can be estimated. Measurement errors are to be expected under normal operating conditions, but since there are more measurements than are needed to determine the state variables, it is possible to remove those measurements whose errors exceed expectations. The process of detecting exceptional errors is called bad data detection. If there are enough measurements to calculate the values of state variables after those measurements with exceptional errors have been removed, then the system is considered to be observable; if so many measurements have been removed due to exceptional errors that the values of state variables cannot be calculated, then the system is considered to be unobservable. Our analysis is concerned with an observable system under a false data injection (FDI) attack.
Successfully hiding an FDI attack requires knowing parameters and topology of a grid so that measured values from RTUs can be modified to give a convincing, though misleading, perception of system state. In addition, the attacker also needs knowledge of the state estimation process.
Most state estimation programs use weighted least square minimization to determine the most probable actual state variable values [14] . These programs take into account the full nonlinear power flow equations, but are computationally intensive for an attacker to use, and they require access to a significant amount of system data. In [2] and [5] , it is assumed that the problem for an attacker could be much easier: an FDI attacker can use a simplified version of state estimation which corresponds to using the linear dc power flow equations [15] . We provide a short review of both ac and dc state estimation.
A. AC State Estimation
In full ac power flow state estimation, the power flows are nonlinearly dependent on voltage magnitudes and angles, which results in the following nonlinear mathematical dependencies: The state variables are determined from the following weighted least square optimization problem: (2) where is the weighting matrix whose elements correspond to the inverse of the accuracy of the individual measurements. The functions in the function vector depend on the type of measurement, i.e., active or reactive power flow on lines or as injections, voltage magnitudes and angles.
The standard approach to solve (2) is the iterative normal equation method [14] . The first order optimality condition of this unconstrained optimization problem is formulated: (3) where is the Jacobian matrix derived from the function vector and is the estimated state vector. The result is a nonlinear equation system which can then be solved using an iterative process [14] .
B. DC State Estimation
DC power flow leads to significantly simplified expressions: the voltage magnitudes are assumed to be constant and equal to one at all buses, the shunt susceptances and series resistances in the lines are neglected and the angle differences between buses are small. Hence, reactive power is completely neglected and state variables only consist of voltage angles. This leads to linear relationships between measurements and state variables, i.e., The objective function for the least square minimization in this case results in (5) and using (6) leads to (7) Hence, there is a closed form solution to the least square minimization problem.
C. Bad Data Detection
Faulty measurements can lead to significant errors in determining the state of a system, hence bad data detection schemes are used to detect them. There are various algorithms for bad data detection [14] which are mostly based on the residual (8) which corresponds to the difference between the received measurement and the value for this measurement as a function of the estimated state.
The largest normalized residual method uses the following condition to determine if there is a faulty measurement. If (9) where , a predetermined threshold, is violated, then there is at least one faulty measurement. The key is to choose an appropriate value for . Using the known error distributions and the theory of testing, this value can be determined such that faulty measurements are identified if they exceed the expected probability distributions [14] .
V. ANALYTIC TECHNIQUES FOR HIDDEN FDI VULNERABILITY ANALYSIS
It is important to understand the characteristics of hidden FDI attacks in order to provide countermeasures for them. For example, in order to minimize the effort required to: attack a SCADA system, avoid detection, and maintain the deception, an attacker would likely search the transmission grid for attack points with the least number of measurements that need to be modified or minimal required alterations of measurement values. He will also need information so that he can modify the measurement values in such a way as to avoid detection and elimination by bad data detection. These concerns are investigated in [2] and [5] by considering the matrix -that is, the dc model of the grid for state estimation. We provide a method to find attack points that satisfy the above attack criteria, based on analysis of the grid topology and on the implications given by the power balance equations that can be applied to both dc and ac state estimation.
A. Topographical Attack Analysis
The general rule for a hidden attack is that the attacker must alter the data so that the measurements can plausibly correspond to the physical properties of the system. If there is no feasible solution to the power flow equations, then bad data detection will detect the FDI as values that exceed a certain acceptable limit, and an investigation will be launched into why those values are being detected.
The proposed analysis is based on the following two properties:
• Power injections at bus representing generation (positive) as well as loads (negative) are functions of the state variables, i.e., voltage magnitudes and angles, at bus and all adjacent buses . • Power flows on the line connecting buses and are functions of the state variables at buses and . Consequently, if the attacker's goal is to change the perceived value of any of the power injections or power flow measurements , he needs to adjust the estimated value of at least one state variable which appears in the function of this measurement, i.e.,
. In order to achieve compliance of all measurements with the power flow equations, he must adjust all measurements which are a function of this state variable . Assuming that the attacker has chosen to alter the perceived value of measurement by changing the estimated value for at bus , the minimum number of measurements the attacker needs to alter depends on the following factors:
• the number of adjacent buses to bus ;
• the number of measurements at bus , at the adjacent buses, and on the lines connecting bus with its adjacent buses; • the presence of adjacent buses at which the power injection is zero, i.e., buses with no load or generation. For buses with no load or generation connected, the attacker must ensure that power flows on lines connected to this bus sum to zero. This implies that if one of these line flows is adjusted then at least another one needs to be adjusted, as well. Consequently, either the estimated values of the state variables at this bus or the estimated values for the state variables at one other connecting bus will be influenced, which again has consequences for the line flows going out of this connecting bus.
For clarification, consider the example illustrated in Fig. 1 . The goal of the attacker is to change the perceived power injection at bus 2 (indicated by the bold gray line) without the system operator noticing the attack. The dashed gray lines at buses 1 and 4 indicate measurements that need to be changed to hide the attack. Assuming that he achieves this by influencing the estimated values for the state variables at bus 2 (indicated by the subscript ), he will need to adjust the power flows on the connecting lines 1-2 and 2-3. The line flows on the line connecting buses 3 and 4 must be adjusted as well, modifying also the power injections at bus 4. This will lead to a change in the estimated value of the state variables at bus 3 (indicated by the subscript ).
Three conclusions can be drawn from the above derivations: Conclusion 1: Assuming that all power flows on lines and power injections are measured, the attacker needs to attack all measurements in the subgraph that is bounded by buses with power injections, in order to hide his attack.
Conclusion 2: The sum in power flow injection alterations plus changes in power losses must add to zero, i.e., (10) (11)
Conclusion 3:
The minimum number of measurements that an attacker must alter to hide the attack is heavily dependent on the network topology, the composition of types of buses (buses with and without power injections), the existing measurements, their respective location and the specific values the attacker wants the perceived measured values to be.
B. Procedure for Determining the Minimum Subgraph of a Topographical Analysis
As concluded in the previous section, the number of measurements that need to be altered by an attacker for an attack to be hidden can be derived by finding the smallest subgraph with the following properties: a) it must contain the bus for which the state variables are to be changed, we will use the term "center" for this bus, plus b) at least all buses connected to this bus, and c) it must be bounded only by buses with power injections (e.g., generation or loads).
The procedure to determine the minimal number of attacked measurements is as follows:
1) Represent the power grid as a weighted graph in which an edge represents a transmission line and a node a bus. 2) Assign the weight on an edge equal to the number of measurements on this line, i.e.,
3) Assign type to each node according to: at which a change in the state variable value leads to a change in the attacked measurement according to:
• Attacked measurement is line flow : includes the nodes and at the ends of the line, i.e., (13) • Attacked measurement is bus injection : includes bus and all buses connected to bus , i.e., (15) which will provide the upper bound on the minimum number of measurements which the attacker needs to attack. If this number is equal to the actual number of measurements which needs to be attacked depends on which measurements are taken. If the system is in normal state, then it is observable and the upper bound of (15) will indicate the number of measurements that the attacker will need to alter in order for them to avoid discovery by the bad data detection algorithms of state estimation.
In step 8), it is conceivable that not the subgraph which results in the least measurements is chosen but the one which will result in the smallest changes of the manipulated measurements and/or state variables. In this case, the method is used to determine possible sets of measurements which need to be manipulated for a hidden attack guaranteeing a low number of manipulated measurements and a "cost of attack function" would determine which set to choose. However, in this case the choice of is dependent on the specific generation and loading situation and by how much the attacked measurement is to be altered.
Step 7) accounts for the fact that buses without power injections have the constraint that the total power flowing into the network has to be equal to zero. Consequently, the number of influenceable state variables is equal to the number of constraints at such a bus. In order to have enough freedom in the resulting system of equations to set the attacked measurement to the desired value, at least one state variable at a bus with power injections needs to be adjusted. This will increase the size of .
C. DC Attack Analysis
An upper bound on the minimum number of measurements that need to be compromised in order to hide the attack from the state estimator, assuming that there is a power injection at each bus, can be derived by considering matrix in (4) [5] : to hide an attack on measurement , only the columns in that have a nonzero value in row , need to be considered. For each of these columns, the number of nonzero elements is determined. The minimum number of measurements to compromise is equal to the smallest number of nonzero elements in any of these columns. This minimum number will become the actual number of measurements which must be compromised if all power injections and power flows on lines are measured, and if there is a power injection at each bus.
This analysis is consistent with the derivations in Section V-B, above. A column in corresponds to a voltage angle. Consequently, choosing a column and measurements which have nonzero elements in this column corresponds to choosing which state variable (voltage angle) will be adjusted.
Since there are no losses in the dc model of the system, the following must be fulfilled in order to hide an attack:
Bad data detection in the dc analysis corresponds to
Hence, in order for an attack to be undetectable, it can be derived from
where the following equality constraint:
(21) must hold [2] , where is the vector of changes in measurements and is the vector of changes in the estimated state variables.
D. AC Attack Analysis
In this section, we will follow the approach described in the previous section, Section V-C, and extend it to ac state estimation. The first step is to determine which measurements need to be manipulated if a hidden attack is to be directed against one specific measurement; in a second step, the values for these measurements are determined.
In order to hide a manipulation of the attacked measurement, the value resulting from state estimation for at least one state variable needs to be influenced. This, in turn, requires a manipulation of all the measurements which are directly dependent on this state variable. In dc state estimation, the matrix provides the information of which measurement is dependent on which state variable, i.e., a nonzero value of element indicates that the value is a direct function of state . In ac state estimation, the relation between state variables and measurements is nonlinear and is given by (1) . However, the Jacobian matrix of
provides the information with regards to which measurement is dependent on which state variable, i.e., whenever a measurement is directly dependent on a certain state variable, the specific element in the row that corresponds to the measurement and in the column that corresponds to the state variable must be nonzero. Otherwise, if the measurement is not directly dependent on the state variable, then its corresponding element in the matrix is equal to zero. Hence, the algorithm used in the dc analysis to identify the measurements that need to be altered can be applied to the Jacobian matrix: By considering the row associated with the targeted measurement and the columns for which this row has nonzero elements, the upper bound on the minimum number of measurements which need to be altered can be found. Namely, this upper bound is equal to the minimum number of nonzero elements in any of these columns. Again, the assumption here is that there is a power injection at each bus. As soon as there is a bus with no power injections, the situation changes with the implications described in Section V-A, above.
Having determined which measurements have to be altered, the question arises what values they need to be changed to. The equations for power flows on lines are given by (23) (24) where is the voltage at bus and , and are line parameters. The active and reactive power injected into bus are given by (25) (26) Similar to the dc analysis, the choice of the column and measurements to be adjusted determine the state variable-in this case voltage magnitude or voltage angle-for which the estimated value will be changed.
Assuming that the attacker wants to alter the power flow on the line connecting bus and and has chosen as the state variable to be impacted, then the following equation must be solved in order to find the voltage magnitude which will yield the desired power flow: 28) where the subscript indicates the state variable which will be influenced by the attacker. It is a quadratic equation for which multiple solutions exist. In most of the cases, however, only one of the solutions makes physical sense. While in the dc analysis, the attacker did not need to know the values of the state variables, this is no longer the case in the ac analysis. In order to solve the above equation, he needs to know or estimate the values and . Having determined the value the values for the other measurements are calculated using (23)-(26).
Another option is to choose as the state variable to be impacted. Since the sensitivity of active power flows and injections on voltage angles is significantly higher than for voltage magnitudes, a larger impact on power flows should be expected for smaller changes in voltage angles. If both the voltage magnitude and angle are chosen as variables to be defined, the possible set of solutions becomes even larger.
A necessary condition for how the measurement which have been identified in the first step to guarantee a hidden attack can be derived as follows from bad data detection:
Variables with the subscript of 1 correspond to the measurements and state variables which are not altered by the attacker, whereas those with the subscript of 2 correspond to those that were maliciously altered (which measurements these are have been determined in the first step). The vectors and correspond to the required changes in the attacked measurements and the changes in estimated state variables, respectively.
From (29) it follows that the requirement to ensure that the attack is hidden is given by (30) It can be seen from this equality that, at difference with the dc analysis, an attacker using an ac analysis must also know the estimated value for the set of state variables that appear in .
VI. SIMULATION RESULTS
In the following simulations we illustrate how to determine the number of measurements an attacker needs to alter in order to hide an attack. This will also provide a system operator an intuitive indication of the measurements that can be easily subverted. We also simulate ac versus dc analysis for determining an attack vector for the purposes of: 1) illustrating the two methods; 2) evaluating the effectiveness of the dc analysis to subvert ac state estimation; and 3) to provide insight into some of the security characteristics that can defeat stealthy FDI attacks by virtue of the power grid design.
We use the IEEE 57 bus system as the test system. It is assumed that the measurements taken in the system are the following:
• active power flows on all lines at both ends of the line;
• reactive power flows on all lines at both ends of the line;
• voltage magnitudes at all buses;
• voltage angles at all buses;
• active power injection at buses with loads and/or generation; • reactive power injection at buses with loads and/or generation; i.e., for all of the following simulations, the actual measurements taken is the same and equal to 518.
The following simulations are carried out: 1) Minimum Number of Attacked Measurements: Using the subgraph method described in Section V-B, we determine the minimum number of measurements that an attacker needs to corrupt in order to attack any line or bus injection measurement, without being detected. 2) , via AC Analysis: The changes in voltage angles and magnitudes required to hide an attack on a line flow are determined. We assume that the perceived line flow should be 50% higher than the actual line flow.
3) Comparison of AC vs. DC Analyses: Changes in the voltage
angle to hide an attack on line flows are determined using a dc analysis and compared to the values determined with the ac analysis. The resultant errors in adjustment of measurements are evaluated.
A. Minimum Number of Attacked Measurements
Based on the topology of the system and according to the method described in Section V, the upper bound on the minimum number of measurements which the attacker needs to corrupt in order to hide an attack on a line flow or a bus injection is determined. Since it is assumed that all possible measurements are taken, this upper bound is equal to the minimum number and is given by (15) . The results for line flows are given in Fig. 2 . The line number of the x-axis indicates the line that is attacked, i.e., the attacker wants to change the perceived value of one of the measurements on this line, and the results provide the number of measurements which the attacker needs to manipulate in order to hide this attack. For example, in order to change the perceived value of one of the measurements of line 1, he needs to adjust a total of 15 measurements.
The results for bus injection measurements are given in Fig. 3 . The explanation for the representation of the results is the same as for the line flow measurements. Zero measurements in Fig. 3 indicate a bus with no load or generation. Consequently, the power injections at this bus must equal zero. Whenever an attacker tries to change the perceived value of this injection, the operator will immediately know that this is not correct. Hence, it is impossible to execute a hidden attack for such buses. Fig. 3 shows that the number of measurements to be compromised ranges from approximately 10 to 50. Multiple mea- surements may be transmitted via one single remote terminal unit (RTU), however, which will allow the attacker to manipulate multiple measurements by compromising just one RTU. Assuming that there is one RTU per bus and that the measurements of power injections, voltage magnitude and angle, as well as all power flows out of the bus, are transmitted via this RTU, then the number of RTUs that need to be compromised is significantly lower-from 2 to 9 RTUs-and is shown in Fig. 4 for line flow measurements, and for bus injection measurements-from 2 to 8 RTUs-shown in Fig. 5 .
B. , Via AC Analysis
Compromised measurements lead to changes in the estimated values for voltage magnitudes and angles at buses in the subgraph at which no load or generation is connected, and at the bus which has been chosen as the center bus (cf. Section V-B, above). Often there are two free variables (voltage magnitude and voltage angle, except for the buses with a generator for which the voltage magnitude is fixed) but only one measurement to adjust, which results in an overdetermined system. Consequently, we formulate the problem as an optimization problem: Subgraph corresponds to one of the subgraphs identified by the method described in Section V-B up to step 7). Each of these subgraphs provides a possible set of measurements the attacker needs to modify in order to hide his attack. In step 8), the subgraph with the least number of measurements to be adjusted is determined. However, rather than choosing the one that yields the least measurements to be adjusted, the subgraph that results in the smallest changes in voltage magnitude and angle was chosen for this simulation as the worst case vulnerability. It should be noted that the subgraph with the smallest number of measurements to be influenced is not necessarily a good choice, because in some instances the changes in voltage and/or angle are so high that they will be easily detected by state estimation. Fig. 6 shows the resulting voltage magnitude and angle changes for the specific bus at which the changes are the largest for a change in line flow of . E.g. in order to change the perceived active power flow on line 1, the largest change in voltage angle (and in this case, this is the only change because no bus without power injections is included in the subgraph) is . The reader should be aware of the different scales for voltage magnitude and angle. Since the dependency of active power flows on voltage angles is significantly larger than on voltage magnitude, usually the is comparably large if compared to . The angle changes are within a range of and the voltage magnitude changes within
C. Comparison of AC and DC Analyses
The point of this comparison is to determine the feasibility of planning an attack on an ac transmission grid, based solely on the use of a dc model of that system. In order to use an ac attack analysis, the attacker needs significantly more system data. Using a dc model requires less data to determine by how much the measurements should be adjusted but will also result in errors that potentially could trigger bad data detection of the FDI. In this simulation, the results from an ac attack analysis and from a dc attack analysis are compared. For directly comparable results, only the voltage angle at the chosen center bus has been adjusted and the voltage magnitude is kept constant for the ac case. The results of the changes in the voltage angle are given in Fig. 7 for a change in the perceived line flow of 50%. The deviations between the angle changes resulting from the dc model and the angle changes resulting from the ac model are fairly close for many of the cases. This is only part of the entire story, however. It is even more important to determine the errors which Having determined the angle, the attacker would derive by how much he needs to change the power flow and injection measurements using these angle changes. Consequently, the error from the voltage angles propagates into the power flow and injection measurements sent by the attacker to the control center. An even more important factor is that the attacker completely neglects reactive power flows. Consequently, he will not know how to adjust these values and possibly leave them unchanged. Fig. 8 shows the errors in power injections and line flows determined by using the dc model with respect to the values that the ac model provides, i.e., the reference values are determined by the ac model and are fully compliant with the power flow equations. In the figure, values for the errors are given in p.u.: the active power flows range up to 1.78 p.u., reactive power flows up to 0.75 p.u., active power injections up to 4.24 p.u. and reactive power injections up to 1.12 p.u. Consequently, the errors introduced by the dc model for many cases are quite significant.
VII. CONCLUSION
Analyses of the implications of a hidden false data injection attack at the RTU level on ac state estimation have been derived and a method has been presented that determines the number of measurements an attacker needs to modify in order to prevent the detection of those modifications, for any given system (including buses with no power injections) and available measurements. The number of attacked measurements for a hidden attack is dependent on the topology of the system and the presence of buses with no power injections. In fact, buses with no power injections increase the security of the system with respect to false data injection attacks due to the fact that the power injections at these buses must equal zero. The method has been derived for a single attack but is extendable to multiple attacks which will be part of future work.
Comparing the results from a dc attack analysis with the results from an ac attack analysis indicates that an attacker using a dc model for this specific type of false data injection attack at the RTU level has a greater chance of introducing errors in the measurements, which in turn, will trigger bad data detection. Consequently, it can be concluded that the nonlinearity of the power flow equations provide advantages to the system operator with regards to this type of attack, however, only if the attacker does not have knowledge of the system data which would allow him to use an ac attack analysis. If the attacker is in possession of this data, then he could be able to execute an attack which would pass unnoticed through ac state estimation.
